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ADVISORY NO. 11 /2026 - Procedure for 2 Factor Authentication

Sub: - Procedure for 2 Factor Authentication- Regarding.

s

To safeguard taxpayer accounts and sensitive information from
unauthorized access, the Central Board of Indirect Taxes and Customs (CBIC)
is strengthening the security framework of the ACES-GST application by
introducing Two-Factor Authentication (2FA) for taxpayer logins.

2. The implementation of 2FA provides an additional layer of security beyond
the traditional User ID and Password mechanism, thereby enhancing the
protection of taxpayer’s accounts and ensuring secure access to online services.

3. Two-Factor Authentication (2FA) has been made mandatory for every
taxpayer login to the ACES-GST application from 21st June 2026 onwards.

4. Taxpayers are advised to ensure that their registered Mobile Number and E-
mail ID available in the ACES-GST application are current, active, and
accessible to receive OTPs without interruption.

5. Failure to maintain valid contact details may result in difficulties while
accessing the application after the implementation of 2FA.

6. Procedure for 2 Factor Authentication and updating the mobile number and
e-mail id (if necessary) is detailed in Annexure-A.

7. The above advisory may be widely circulated to sensitize the field officers
and trade.
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To
. All the Pr. Chief Commissioners/Chief Commissioners of GST Zones.
. The Pr. DG/DG, DGGI/DGGST/DG (Audit)/DG (TPS).
. The Commissioner, GST (Policy Wing).

. The Commissioner, Central Excise (Policy Wing).
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5. All the Pr. Commissioners/Commissioners of GST.
6. The Pr. ADG /ADGs of Systems, New Delhi/ Bengaluru / Kolkata/ Mumbai
7. The Joint Secretary, TRU 1

8. The Joint Secretary, DOR.
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. Web master, CBIC
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1. The Pr. Director General, Systems & Data Management, New Delhi ------ for information
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ANNEXURE-A: STEP BY STEP PROCEDURE FOR 2 FACTOR AUTHENTICATION

The portal for Central Excise, SBS & HSNS are www.cbic-gst.gov.in.
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2.For Central Excise Taxpayers/Service Tax Taxpayers: Click on ACES (CE& ST)> ACES (CE& ST) LOGIN
For HSNS Cess Taxpayer: Click on HSNS >HSNS LOGIN which will lead to the relevant Taxpayer Login.
Taxpayer needs to enter login credentials and enter CAPTCHA and click Login button.

v @ Central Excise X @ Central Excise x [ = a X

<« > C A Not secure  appgstprep.cbec.gov.in/cbec-portal-ui/ Yo fu3 ®  Actionrequired }

Central Board of Indirect Taxes and Customs
Ministry of Finance - Department of Revenue

Taxpayer Login
AHRTE2986QEMO001
& Existing User
""""" @ & Forgot Password @ Unlock account
snagj
SNagaBJ E &+ New User

[;“ New Registration 3 TRN Login

oo

Q@ Know your Jurisdiction

27°C 1} + = e 9 C ENG 17:29
8 Partly sunny mm Q Search @ = Q - ﬁ @ g ﬂ'a‘ Q AR IN GF ax 04-02-2026



3. Two factor Authentication (ie., OTP will be received in the Registered Mobile no./Mail id) which will be available from 21.06.2026.
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4. After entering the OTP, the page will navigate to the taxpayer dashboard for regular activities.

Central Board of Indirect Taxes and Customs
Ministry of Finance - Department of Revenue

Welcome to CBIC-GST Portal

Track Application
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5. If the taxpayer(Central Excise/Service Tax) wants to change the registered Mobile Number, the taxpayer needs to click on Profile which is

available at the right side top corner. On clicking the dropdown, profile details namely registered mobile number, registered mail id and change

password will be available.
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6. In case if the the taxpayer wants to change the registered mobile number/mail id , the taxpayer needs to click the edit button availble against
the relevant option namely “registered mobile number/mail id”. The following will screen will appear. The taxpayer has to enter current mobile
number and new mobile number and generate OTP. The OTP generated will be delivered to registered email only .
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(<) Change Mobile Number
Current Mobile Number * 9442494240
New Mobile Number * 9677897880
Confirm New Mobile Number * 9677897880
OTP received on your mobile or email * [ 100656 ]
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OTP sent successfully
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7. After entering the OTP and clicking Submit button, the following message appears, “Mobile Number Changed successfully”
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8. The changed mobile number will appear in the dashboard.
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& Ask Gemini

9. In case if the the taxpayer wants to change the “Mail id”, the taxpayer needs to click the edit button availble against the “current Mail id”.
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10. On clicking edit button , the following will screen will appear. The taxpayer has to enter current mail id & new mail id and generate OTP.
The OTP generated will be delivered to registered email only .
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Update Email Address

Current Email Address * mragu26@gmail.com

New Email Address * ragun9516@gmail.com

Confirm New Email Address * ragun9516@gmail.com

OTP received on your mobile or email * ‘ 879454 \
=

OTP sent successfully
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11. After entering the OTP and clicking “Submit” button, the following message appears.

Success

Email ID Changed successfully
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12. The changed email id will appear in the dashboard.
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13. The Service Tax Taxpayers and taxpayers under SBS have to carry out the above said similar procedure to change their password,
Mobile Number and email id.
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NOTE

The above facility to update the e-mail id and Mobile number is not available for HSNS Cess Taxpayers at
present. In case if the HSNS Taxpayers require to update their e-mail id and Mobile number, they have to
approach the respective jurisdictional officer to update the details.
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